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Y&HGFL : Proxy Settings Guide

1. INTRODUCTION

1.1 Purpose and Scope

This document has been produced to assist the LEA’s within the Y&HGFL that take their ISP services
from the Leeds POP (Point of Presence) in Leeds Westgate ATE.

2. STATUS

2.1 Ownership Details
All documents to which this instruction applies shall have their status shown in this section.

Owner Tim Needham Title Solution Architect
Tel: 01977 594528 e-mail Tim.needham@bt.com
Security Classification | N/A Pilot Review Date N/A
Controlled No Periodic Review N/A

Period/Date
Release
3. SOLUTION OVERVIEW

In this document we will try and document most of the common configuration scenarios and the
expected behaviour of the browser in each case.

3.1 No local DNS server onsite

The first point to note is the importance that DNS is configured correctly; if you have no DNS server
on your site then all clients should be set to use 10.0.4.21 and 10.0.4.22 as their DNS servers and no
others.

This will enable you to use the names we provide for our services. If you choose not to follow this
advice then you have problems accessing sites on the internet. Additionally you will have to change the
settings when the services we offer have their addresses changed. The whole point of using an address
is to prevent you as a user from having unnecessary work.

3.2 Local DNS server onsite

If you have a DNS server locally on your site your clients should be set to use your local DNS server
and the DNS server should be configured to forward requests to 10.0.4.21 and 10.0.4.22 and no others.
If the options to configure forwarding on your DNS server are greyed out check for a *.” Zone within
the list of zones, if this zone exists delete it and restart the DNS service. Full configuration of DNS is
beyond the scope of this document.

This will enable you to use the names we provide for our services. If you choose not to follow this
advice then you have problems accessing sites on the internet. Additionally you will have to change the
settings when the services we offer have their addresses changed. The whole point of using an address
is to prevent you as a user from having unnecessary work.
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3.3 Current proxy server settings

proxy.bty-h.org.uk using port 80 - This challenges for a username and password.
primaryproxy.bty-h.org.uk using port 80 - This provides automatic filtering at a primary level.
secondaryproxy.bty-h.org.uk using port 80 - This provides automatic filtering at a pre 16 level.

shefproxy.bty-h.org.uk using port 80 - This is a duplicate of secondaryproxy and should not be used.

The associated IP addresses for these proxies are to be changed shortly which is why we are
emphasizing the use of the names!

4, SCENARIOS COVERED

No on site proxy server and no proxy configured within the users browser.

No on site proxy server and the proxy server configured within the users browser.
Proxy server onsite with no upstream config.

Proxy server onsite with no upstream config and local authentication.

Onsite proxy server with upstream server set.

Onsite proxy server with upstream server and authentication set.

Onsite proxy server with upstream config and local authentication and filtering.

Nogak~wdPE

4.1 No on site proxy server and no proxy configured within the users browser.

In this scenario when a user opens a browser they will be prompted for a user ID and password. They
will not be challenged again for a username or password until there is no internet browsing activity for
a period of over a minute. After a minute of inactivity, whether they have kept there browser window
open or not, they will be challenged again for a username and password.

4.2 No on site proxy server and the proxy server configured within the users
browser.

If the proxy and DNS servers are correctly configured on the users PC (refer sections 5, 6, 7 ) when
they open a browser window they will be challenged for a username and password they should then be
able to browse the internet inside this browser window without being challenged again for a userID and
password. If the user opens a new browser window from within the current browser window they will
not be challenged and should be able to continue browsing. If the user however opens a new instance of
IE from either the ‘start menu’ the ‘quick launch bar’ or a shortcut on the desktop they will then be
challenged again for a username and password.

4.3 Proxy server onsite with no upstream config.

In this configuration the first user who opens a web browser at the beginning of the day will be
prompted for a user name and password, this userlID is then cached within the proxy server and all the
other users on the network will connect without being challenged, they will all effectively be using the
same user ID. If there is a period of greater than a minute of inactivity across all the users on the
network then the next user who opens a web browser or clicks on a web link will be challenged for a
user ID and password. It will then be this user ID that is cached and used until the timeout occurs
again.
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4.4 Proxy server onsite with no upstream config and local authentication.

If your local proxy server is configured to challenge user for a user ID and password, (for 11S3/Proxy
2.0 ref. section 6, for ISA 2000 server ref. section 7, for ISA 2004 server ref. section 8) then when a
user first opens a web browser they will be challenged for a username and password by your local
proxy server then they will be challenged for a userID and password by our proxy server. The
challenge and response from our proxy server will be cached inside your local proxy and subsequently
when then next user on the network opens a web browser they will only be challenged once, by your
local proxy server.

This is not an advisable or desirable configuration and if you are seeing multiple authentication
requests in this manner check the configuration of your proxy server.

4.5 Onsite proxy server with upstream server set.

If you have configured your proxy server to point to the upstream proxy server in Leeds (ref. Sections
5, 6, 7 ) it can lead to some unexpected results. When a user opens a web browser they may receive a
web page telling them that upstream authentication has failed and the page cannot be displayed. Or
they may be challenged for a userID and password. If they are challenged for a userID and password
then this configuration will behave in the same manner as 3. Proxy server onsite with no upstream
config.

4.6 Onsite proxy server with upstream server and authentication set.
Refer to sections 5, 6, 7 on how to configure this in either 11S3/Proxy 2.0 or Microsoft ISA sever.

In this configuration the users will never be challenged for a userID and password and everyone who
uses the network will be authenticated to our proxy server in Leeds using the credentials that have been
setup within your local proxy server. All of the web content filtering will be applied at the level of the
user account configured within your local proxy server.

4.7 Onsite proxy server with upstream config and local authentication and filtering.

This is a configuration that could be used to give you autonomous control of who has access to the
internet and the filtering levels applied.

If you configure you local proxy server with the upstream setting but in the user account field use the
proxy pass-through account this would allow all users through with no challenge for a userID and
completely unfiltered access to the internet. It would then be possible to add to your proxy server your
own content filtering software which would be under your local control; you would also be required to
turn on local authentication on your proxy server.

In this configuration all users would be challenged for a username and password by your local proxy
server and all content filtering would be provided by your local content filtering system. This
configuration would give you full local control over internet access but it would also add a great deal of
management and extra support to your local network environment; however it may be a configuration
that is appropriate for some installations.

©BT Global Solutions, 2005 Page 5 of 27



<Y&H>

Document Version 1

Proxy Guide Date: 02/11/2005 6:19 PM
5. PRrRoXxY CONFIGURATIONS WITHIN THE USERS BROWSER
5.1 Standalone PC’s onsite

If all of the user PC’s on your network are configured in a stand-alone manner i.e. not part of a
Windows 2000 domain, then this configuration change will have to be manually made on each of the

users PC’s.

Open the Web browser on the PC, this document assumes that Internet Explorer is being used,
however the process is very similar for Netscape and other web browsers. Go to the tools menu:

3 BT.com Homepage - Microsoft Internet Explorer

File Edit “iew Favorites Help -"f
Qok - O - @ ¢ M ‘:-'d Mews g s @ Meda £ | 07 o -0
Synchronize, .. =
Address @ hittpeffemabt.con e doe Update | j &
ST T About BT | Search/site map | Contactus
» Connect with broadband
i million peop
band from B
Find out more =
At home Small and medium Corporate Public sector
for residential users to business with 5004 emplovees, far public sectar
view a hill, select new with 1 to 500 emplovees. Solutions for major organisations in the UK or b
services or buy a i et e i arganisations in the UK or || around the world,
product online - check suit your business. Access around the world,
out our special offers, Business Centre here.
Go there now Go there now - Go there now Go there now
Log in Login Login Login J
-

Enables vou to change settings.

#stat| [ @S0 @BO O |H2m.-|[@8Tc.. Sprox. |Herox... | Y untitl. | #RADODHY 12:5
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Click on the Internet options menu item and select the ‘Connections’ tab:

Internet Options

General] SEcurit_l,I] F'rivau:_l,l] Content  Connechions l F'n:ugrams] .-’-'-.dvanu:ed]

?

x

To set up an Internet connection, click

i Setup...
l Setup. b

Dial-up and Yirtual Private Metwark, zettings

Add...

Choose Settings if vou need to configure a prosxy
server Far a conneckion,

=
~
~

Local Area Hetwark [LAM] settings

LAMN Settings do not apply to dial-up connections. L&M Settings...
Choose Settings above For dial-up setkings.

Lt

0k | Canizel |

Now click on the LAN settings button:
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Local Area Network [LAM) Settings 7%

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use af manual setkings, disable automatic configuration.

[ Automatically detect settings

[ Use aukomnatic configuration scripk

Proxy server

v =& a prowy server For wour LAM (These settings will nok apply to
dial-up or ¥PM connections),

address: | proxy.bby-hoorg Port: | &0] adwvanced..,

Iv EBypass proxy server for local addresses

(04 | Cancel |

Untick ‘Automatically detect settings’ and ‘Use automatic configuration script’, tick ‘Use a proxy
server for your LAN’. In the address field type in proxy.bty-h.org.uk and in the port field 80, if
you have a local proxy server, in the address field fill in the name or the IP address of your proxy
server.

Tick the ‘Bypass proxy server for local addresses’ tick box and click ‘OK”.

5.2 PC’s onsite are members of a domain

If all of the PC’s in your network are part of a Windows 2000 domain the change can be made to all of
the users PC’s centrally using Windows 2000 group policy.

Open Active Directory users and Computer from the Administrative Tools menu:
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e Directory Users and Computers

A
J@ Console  Window  Help == ]

|J Action Wiew |J s o= | |

DR 2 e vao

Tree I

Active Directory Users and Comy

e
&3] Admins

28] Application Servers

(3 Builtin

[_] Computers

€3] Computers MO Policy

€8] Daomain Contrallers

[:l FareignecurityPrincipal:

&4 locked down

[Z1 LostandFound

2] Member servers

Microsofk Exchange Sysl

{g2] Mobile Works 2000 user:

€] Mo policy

{&5] OFfice %P 5P1 test

[£8] Phase one users

[:l Swstem

28] Terminal server

€3] Test Machine

D Users

leemanmt.local 20 objects

Mame % | Type | Description

Infrastructure infrastructured, ..

(£ Admins Crganizational ...

@npplication Servers Organizational ...

(CBuitin builtinDamin

[(AComputers Container Default container For upgr...
(83 Computers MO Palicy Organizational ...

(&0 Domain Controllers Organizational ... Default container for new ...
[AFareignsecurityPrincipals Container Default container for secu...
[#lacked down COrganizational ...

[(ALostandFound lostandFound Defaulk container for arph...
[EMember servers Organizational ...

Microsoft Exchange Svst...

@ Mabile Works 2000 users
[Ena policy

(&3 office %P 5P1 test

(& Phase one users
DSystem

(& Terminal server

(&2 Test Machine

DUsers

Microsoft Excha..,
Organizational ...
Organizational ...
Crganizational ...
COrganizational ...
Caontainer

Organizational ...
Crganizational ...
Conkainer

Builtin system settings

Defaulk container for upgr...
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Right click on your domain at the top of the right hand window and select properties, now select the

‘Group policy’ tab:
leemanmt.local Properties EH E3 |

Generall Managed B_I,II I:Il:-iectl Security  Eroup Folicy |

& Current Group Palicy Object Links for leemarnmt

Group Policy Object Links | Mo Overide | Dizabled |
z]
@ Default Domain Policy

Group Policy Objects higher in the list have the highest prioriby.
Thiz lizt abtained from: leemanphz. leemanmt. lacal

New | agd. | Edt | s
Options. .. | Delete... | Propertiez | Drawry |

[" Elock Policy inheritance

k. I Cancel | Smply |

Select the ‘Default Domain Policy’ and click edit.

Expand the ‘Computer Configuration’, ‘Administrative Templates’, ‘Windows Components’ and select
‘Internet Explorer’ in the left-hand window. Now double click on the ‘Make proxy setting per

machine’ option in the right hand window and set the option to ‘Enable’.
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& Group Policy

|7 x]

J chion  Wiew |J s o=

Tree I

Polic | Setting |

Computer Configuration

[ Software Settings

(3 windows Settings

[:I Administrative Templates

[:l MetMeeting
£ Inkernet Explorer
[Z Task Scheduler

E& User Configuration

: [ Software Settings

[ Windows Settings

1 Adrinistrative Templates

E sp1 [leemanphz. lesmanmt.local] Fo % Security Zones: Use only maching settings

=1+ windows Components

[ Windows Installer

1] | 2

Mot configured
ﬁ Security Zones: Do not allow users ko change policies
E}[ Securlty Zaones: Do nat allow users ko addidelete sikes

Mot configured

Mot configurad

E‘H Disable Automatic Inskall of Internet Explorer components

ﬁ[ Disable Periodic Check For Internet Explorer software updates
@ Disable software update shell notifications on program launch
@ Disable showing the splash screen

Mot configured
Mot configurad
Mot configured
Mot configured

Now in the left-hand pane expand ‘User Configuration’,

‘Windows Settings’,

‘Internet Explorer

Maintenance’ and select ‘Connection’. Now double click ‘Proxy Settings’ in the right-hand window.

&# Group Policy M= E |

J Action  Wiew |J s o=

&' &

Tree I

Marne | Descripkion |

E spl [leemanphz. leemanmt.local] Policy

Computer Configuration

[:I Software Settings

[ Windows Settings

3 Administrative Termplates
=] & User Configuration

¥]-((] Scftware Settings
B~ windows Settings

Connection
LURLs

=]
Scripts {Logon/Logoff)
-5

-5 Security Settings

[H-[L1] Falder Redirection
F-[Z0 Administrative Templates

L—‘_I@ Internet Explorer Maintenance
~= Browser User Interface

-ﬁé Remoke Installation Services

@Connection Settings Settings For connection settings
@Automatic Browser Configuration  Settings For automatic browser ...

@ User Agent String

Settings For user agent string
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Prowysettngs _________________________________________HK|

Proxy Settings |

‘fou can specify what proxey servers, i any, you wank your users bo connect to, Use semicolons §; 3 ko

separate entries.,

¥ Enable proxy settings

—Proxy Servers

fddress of prowy Part
1, HTTF: Ipru:u:-:_l,l.bty-h.u:urg.uk . IBIZI
2. Seclre; Ipn:n:-:_l,l.bt_l,l-h.u:nrg.uk : IBD
3. FTR: Ipru:u:-cy.bty-h.u:urg.uk g IEIZI
4, Gopher: Ipru:u:-:_l,l.bty-h.u:urg.uk : IBD
5, Socks: Ipn:n:-:_l,l.bt_l,l-h.u:nrg.uk : IBD

[V Use the same proxy server For all addresses!

—Exceptions

Do ot use proxy server for
addresses beginning with:

™2 Do nok use proxy server For
local fintranet) addresses,

-

[

o ]

Cancel Apply

Help

Tick the ‘enable proxy settings’ box in line 1. type in proxy.bty-h.org.uk or the name of your local
proxy server, fill in the port 80 for the Leeds proxy server, tick the ‘Use the same proxy sever for all
addresses’ and click ‘OK’. Close the group policy window and the Active directory users and
computers window. This new policy will be implemented when the users PC’s are rebooted.
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6. IIS PROXY 2.0 CONFIGURATION
Configuring Upstream Proxy with a user account
Open the 11S3 management console:
2 Microsoft Internet Service Manager HEE
Propertties  View Toolk Help
B3| o uln] [S[@EE b= =
| Sewvice | State | Comments

Socks Prowy Running

‘WinSock Proxy Running

Web Proxy Running

il Running
downprozy FTF Running
|Ready |1 Serverls) |5 Service[s) Running

iﬂﬁlalll B CAWINNT S ystem32vem | i Microsoft Inteet Ser... @ New Connection - HyperT
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Double click on the Web Proxy Icon for your server to open the general configuration page, now select the
routing tab:

Web Proxy Service Properties For downproxy

L TR rE A Ests T Smat hetare:

=11}

Soyansed..

.'.' ]
el

Select the radio button ‘Use Web Proxy or array’ and click the ‘Modify’ button:
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Advanced routing options

— Upstream “w'eb Proxy Server

Fart IE;D—

T Auto-poll upstream prosy for aray configuration

Erran ELE Ihttp:a"a"'l 0.0.4. 245880 array. dl

—I¥ Use credentials to communicate with upstream prosy/aray

I zername: IF'tESt

Ixxxxxxxxxx

Pazzword:

% Allow basic/clear text authentication

" Allow encrepted authentication [MT CR)

k. I Cancel Help

In the Proxy field enter proxy.bty-h.org.uk and port 80. Ensure the ‘Auto-poll upstream proxy’ check box is

unticked.

Tick the “‘Use credentials to communicate with an upstream proxy’ check box. Fill in an appropriate username
and password in the fields remember that this is the user account all of your users will be passed to the content
filtering system with, so ensure it is at a level you are happy with all of your users being filtered at.

Select the ‘Allow basic or clear text’ radio button and then click ok.

All of your users should now be able to browse the internet without being challenged for a username and

password.

Configuring / Checking the local authentication setting of the proxy server

Open the 11S3 management console and double click on the Web Proxy Icon for your server to open the general

configuration page and select the ‘permissions’ tab:
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Web Proxy Service Properties For downprony

|
(e Tt

ararnt ac

B i

H EmEE AT,

If you do not want your proxy server to challenge users for a password ensure that the ‘Enable access control’
tick box is unchecked.

If you want your local proxy server to challenge users ensure the tick box is selected, you can then select a
protocol and select the user accounts or groups that you want to grant permissions to have access:
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Web Proxy Service Properties For downprony

Service Pemizsions I Eachingl Huutingl F'ul:ulishingl Lu:uggingl

“wieb Prosy Server access control is enabled.

—Iv¥ Enable access contral

Poocot [T ~ |

Grant access to;
@ Evemnone Edi... |

[Eapp .. |

Hemeye Erom.. |

] I Cancel AEpl Help
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7. MICROSOFT ISA SERVER 2000 CONFIGURATION

Open the ISA management console and under your proxy server expand the ‘Network configuration’ section
and select the ‘Routing’ folder. There should only be a single rule visible in the right-hand window, double click
it:

EuEISA Management =13 x|
J Action  View |J<2=' -b‘ll@
Tree I COrder | Mame | Description | Action | Destination | Cache |
El; Internet Security and Acceleration Server SfLast  Default rule Route All destinations Connect if valid object not in cache,cache ther. .,
=] % Servers and Arrays

E ¢ AENWEBL

- - Maonitaring

= Carmputer
[]-g Access Policy
-5 Publishing
{1 Bandwidth Rules

[+ Policy Elements

[+ ache Configuration

[+ Monitoring Configuration
&

=5

Extensions
=] @ Metwark, Configuration
e
-] Local Address Table (LaT)
-] Lacal Domain Table (LDT)
= % Client Configuration
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On the dialog box that opens select the ‘Action’ tab:

Default rule Properties

Generall Destinations  Action I Eachel Eridgingl

— Process requests b

" Retieving them directly from the specified destination

f* Routing them to a specified upstream server

Prirnary route: | pztream server

™ Redirecting them ta a hosted site

Site: I
Part; IEEI
551 Part; |443

Backup route: I Mane j Sethings... |

Settings...

Broweze, .

— Automatic dial-out

™| Ukse disl-up enty far primans route

™| Uze dial-up entry far backup route

k. I Cancel

Apply

Select the ‘Routing them to a specified upstream server’ radio button and then click the settings button:
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Upstream Server Setking ilil

— Specify upztream server or array configuration

Server or armay. Ipru:u:-cy.l:uty-h.u:urg.uk Browze. . |
Part: IED

S5L Port: 443

™ Autematically poll upstream server for aray configuration

Arrap URL: Ihttp:a’a’pru:-:y.I:uty-h.u:urg.uk:BEIa"array.dII
[ Use this account: Iptest Sef sccount... |
L thertic:ation: I B asic j

(] I Cancel |

In the “Server’ field enter proxy.bty-h.org.uk the port is 80 and the SSL port is 443.

Tick the ‘Use this account’ check box and click the ‘Set Account” button:

setaccount 2| x|

Iz thiz fallowing account:

Uszer: I'-"\'Elkr1 H Browse... |

Ixxxxxxx

Paszword:

Ixxxxxxx

Confirm pazsword:

k. I Cancel

Fill in an appropriate username and password in the fields remember that this is the user account all of your
users will be passed to the content filtering system with, so ensure it is at a level you are happy with all of your
users being filtered at. Click ‘OK’ and on the previous window ensure that the ‘Authentication” drop down is set
to ‘Basic’.

All of your users should now be able to browse the internet without being challenged for a username and
password.

Configuring / Checking the local authentication setting of the proxy server

This section will vary depending whether your ISA server is Active Directory integrated with your domain, or if
it’s a stand alone ISA server.

Open the main ISA management console and right click on your server at the top of the left-hand window. The
dialog box that opens is the same in both cases, select the ‘Outgoing web requests tab’:
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Inzaming 'web Requests | Auto Discavery | Performance | Security |
General Outgoing ‘web Requests
r |dentification

% Usze the same listener configuration for all intermal IP addresses.

" Configure listeners individually per [P address

Server | IP Address | Display N| .&ulhentic...| ServerC.. |

SEMWEERT <Al inter...

pod. | Remove | Edt. |

TCP port: IBDBD
551 part: |8443 [ Enable S5L listeners

— Connections

Connection settings: Configure... |

[ sk unauthenticated users for identification

kK I Cancel | Apply |

Inside the window select the “Listener’ and click ‘edit’:

Server: I.-*-.Ei MNwWER1
P Address: |<.-’-'-.II internal [P addrezses:
Dizplay Mame: I

[ Use a server certificate to authenticate to web clients

I Select... |

—Authentication
[~ Baszic with this domain;

I Select damair...

[ Digest with thiz domain:

|

I Select damair...

¥ Integrated

[ Cliert certificate [gecure channel only]

k. I Cancel

The default setting for ISA server is ‘Integrated’, this means the ISA server will try and authenticate the user
using the username and password they logged onto their Windows desktop with. If your ISA server is part of a
domain and all of your users PC’s are part of the same domain you should not have any problems. If your ISA
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server is configured as a stand alone server you may need to make a slight change if you do not want your users
to be challenged by your local proxy.

If you are being challenged for authentication by your local ISA server and it is a stand alone server open the
computer management console, you can find this inside the ‘Administrative tools’ menu:

O Computer Management !EE
Q File  Action  View  Window  Help =l
2

jpuker Management (Local)

Swstem Tools ﬁSystem Tools
+-[ 50| Event Viewer @ﬂmage

i % S @%Services and Applications
+
+

Marme

Local Users and Groups
&4 Performance Logs and Alerts
E;, Device Manager
- & Starage
+ Removable Storage
Disk. Defragmenter
Disk Management
+ @ Services and Applications

Kl > | i

In the left-hand window expand the ‘Local Users and groups’ section and select the user’s folder:

O Computer Management

] 4
Q File  Action  Yew  Window  Help - | J
& EX
g Computer Management {Local) & | Mame | Full Mame
=y System T':":'!S # administratar
+1-{ggl] Event Viewer 5 nsPuET ASP.MET Machine Acc

+ % Shared Folders EGuest

n el e %Help.ﬁ.ssistant Remate Deskiop Help

% ru:uups ESUPPORT_SB... CM=Microsoft Corpor
&4 Performance Logs and &le
E Device Manager
- @ Starage
+ Removable Storage
Disk. Defragmenter

ﬂ Disk Manaoement | f *| ﬂ

In the right-hand window there should be a guest account with a red cross on it. Right click on the ‘Guest’ user
and select properties:
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General | Member Of | Frofie |

@ Guest

Full name: |

Dezcnption: |Built-in account for guest access o the computer/d

-
v Uszer cannot change passwond
[v Password never expires

v Account iz dizabled

-

Qk | Cancel

Untick the ‘Account is disabled’ tick box and select ‘OK’. For security reasons we now need to rename this
account and reset it’s password. Right click on the guest user and select rename, enter a new name for the
account which is meaningful to you. Right-click on the user again and select ‘Set password’, again set a
password that is complex but you can remember or in this case you could take a note of it and keep this in a safe
place.

Once these steps have been taken your users should no longer be challenged by your local proxy server.

If your ISA server is a member of a Domain and your users PC’s are not part of the domain, open the main ISA
server management console and right on the Enterprise policy at the top of the right-hand window and select
properties. On the security tab click add browse through the list to find the ‘Domain guest’s’ group and add it to
the list, you may also need to enable and rename the guest user account as detailed above.
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8. MICROSOFT ISA SERVER 2004 CONFIGURATION

Open the ISA management console and under your proxy server expand the ‘Configuration’ section and select
the ‘Networks’ folder. In the right hand window click on the “Web Chaining” tab.There should only be a single

rule visible in the right-hand window:

B Microsoft Internet Security and Acceleration Server 2004

File  action Wiew Help

B [=] ES|

¢ | Am2aF 0@

[ Micrasoft Internet Security an
£l REC-WSGET-RYP1

% Tonitoring

g Firewall Policy

% Wirtual Private Metwor
%4 Canfiguration

A

/ Metworks \

Edge Firewall

B rbc-wsgt-rvp2

VPN Clients Network

= External Nebwork
(Internet)

Internal Metwork

/ Networks Y Netwark Sets Y Netwark, Rules Y Web Chaining \
I To I Action
:3', All Metworks (and... Retrieve request directly

@ Last Default rule

Networks

Templates

Web Chaining Tasks

=) Create Mew Web Chaining
Rule

% Define 55L Bridaing For
Selected Rule

[ Edit Selected Ruls

Related Tasks

'(;-i Define Firewall Chaining
Propetties

Lirk tar Firgwall Palicy Page
{Allowa braffic bo the Web sites
specified in Web chaining rules)

_g" Specify Dial-up Preferences
(€) Export Web Chaining Rules
@ Import Web Chaining Rules

Edit this rule, and click on the “Action” tab.
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Default rule Properties EE3 |

meneral  Action ITu:u I Bridgingl
Process requests by:

' Detrieving them directly From the specified destination

™ Redirecting them to a specified upstreann server

[~ Gllow delegation of biasic authentication crederitials

Upstream server SEbbmES .,

Backup route: INDI'IE :’ Settings. .

" Redirecting them ko a hosted site

i

Sike: I B onse. .

Port: an 551 Porks 4473

—Automatic dial-up
I | Use automatic dial-up for the primary ratte
™ Use automatic disl-up for thebackup route

Help about automatic dial-up connections

[]4 I Zancel Apply

Click the radio button next to “redirect to an upstream server”. Ensure “allow delegation” box is NOT ticked,
click on the “settings” button for the upstream server.

Upstream Server Setting ﬂ |

— Specify upstream server configuration

SErver Ipru:u:-c_l,l.l:-t_l,l-h.curg.uH Browse. .. |
Port: IED

S5L Pork: 443

[T Autematically poll upstrean server far the configuration

server URL: Ih'rlp:a".fprm-cy.hl_l,l-h.n:-rg.uk:El'.I.n"arra_I,I.rjII
V¥ Lsze this account: | Set Account... |
Authentication: | B azic _:J

] I Cancel |

Enter the details proxy.bty-h.org.uk on port 80. Click on use this account and select basic authentication from
the drop down choice. Click on the “Set account” button.
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setaccomt QK|

I1ze the following account;

User: Idﬂn"l H Browsze. .. |

Pazzword: i""""

Coanfirm pazawaord: I"" e
F. I Cancel

Enter the user account you wish to use, to give the level of Websense filtering required.

Click OK three times to close all the windows and action the changes.

9. TROUBLE SHOOTING GUIDE

The first step is to decide which of the above scenario’s your network fit’s into. Follow the above guidelines and
see if the expected results match your actual results.

If you have followed the guidelines and are still experiencing unexpected results we then need to test network
connectivity and DNS.

The first round of tests should be carried out on your proxy server, it is assumed that your proxy server has two
network interface cards one of which is connected to the same network as all your client PC’s and the other
network interface is connected to the network provided by the service. This interface should be using an IP
address inside the range that has been assigned to you i.e. 10.32.x.x. If this is not the case it can add further
complication to the problem, to carry out these tests you need to be at a PC that is using one of the allocated IP
address and connected to the network provided by the service.

1. First open a command prompt and enter the command:
Ping 10.0.1.254

You should see a reply from this address go to step 2, if not check all of your connections check the router that
has been provided to you to ensure it is powered up, if there are no obvious problems call the help desk to report
a fault.

2. Now enter this command:

Ping www.bty-h.org.uk

You should see this reply with an address of 10.0.4.15 go to step 3, if you see no response or a response of
‘Unknown host” at the command prompt type “ipconfig /all” check the IP addresses listed for your DNS servers
unless you have a local DNS server these should be 10.0.4.21 and 10.0.4.22 and only these. If you do not see
these or there are other addresses listed open the properties of your network card and add these two entries and
remove any others now try this test again. If you now see a response go to step 3 if not call the help desk and
report a fault.

If you have a local DNS server then for the moment change your network properties as described above, remove
the address of your DNS server and add 10.0.4.21 and 10.0.4.22 and repeat the above test, if you now receive a
response there is a change that needs to be made to your local DNS server this change is described at the
beginning of this document. If you’ve made these changes and still see no response then call the help desk to
report a fault.
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3. If you have passed the above two tests you should now be able to test the whole solution from one of the
client PC’s on your network. Open a web page and see if the response is as you expect it. If not, check that your
client can ping your local proxy server. In addition check the DNS settings on the client PC. If you are using an
automated proxy setting then open a web page to http://update.bty-h.org.uk which is located in the POP at
Leeds. If this page is displayed then try a page on the internet. If the page is not displayed, try using one of the
other proxy settings to see if that server has failed. If at this stage you are still having problems please call the
help desk to report a fault giving as much information about the configuration of your local network as possible.

10. REVISION HISTORY

Date Version Description Author
26/09/2005 1 Updated with proxy details and ISA 2004 | George
23/02/2004 0 Proxy Guide T Needham

--- end of document ---
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